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Hyperledger organization

hyperledger / iroha-javascript
Known security vulnerabilities detected

Dependency

js-yaml
Version
< 3.13.1

Upgrade to
~> 3.13.1

Vulnerabilities
WS-2019-0063 High severity
WS-2019-0032 Moderate severity

Defined in
yarn.lock

Suggested update
#33

Review all vulnerable dependencies

hyperledger / cello
Known security vulnerabilities detected

Dependency

marshmallow
Version
< 2.15.1

Upgrade to
~> 2.15.1

Vulnerabilities
CVE-2018-17175 High severity

Defined in
requirements.txt

Dependency Version Upgrade to
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requests <= 2.19.1 ~> 2.20.0

Vulnerabilities
CVE-2018-18074 Moderate severity

Defined in
requirements.txt

Dependency

django
Version
>= 2.1.0

< 2.1.5

Upgrade to
~> 2.1.5

Vulnerabilities
CVE-2019-3498 Low severity
CVE-2019-6975 Moderate severity
CVE-2019-12308 Moderate severity

Defined in
requirements.txt

Dependency

djangorestframework
Version
< 3.9.1

Upgrade to
~> 3.9.1

Vulnerabilities
WS-2019-0037 Moderate severity

Defined in
requirements.txt

Dependency

axios
Version
<= 0.18.0

Upgrade to
~> 0.18.1

Vulnerabilities
CVE-2019-10742 High severity

Defined in
package.json

Dependency

eslint
Version
< 4.18.2

Upgrade to
~> 4.18.2

Vulnerabilities
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity

Defined in
package.json

Dependency

shelljs
Version
<= 0.8.3

Vulnerabilities Defined in
package.json

Review all vulnerable dependencies

hyperledger / composer
Known security vulnerabilities detected

Dependency

webpack-dev-server
Version
< 3.1.11

Upgrade to
~> 3.1.11

https://github.com/hyperledger/cello/network/alerts
https://github.com/hyperledger/composer


Vulnerabilities
CVE-2018-14732 Low severity

Defined in
package.json

Dependency

jquery
Version
< 3.4.0

Upgrade to
~> 3.4.0

Vulnerabilities
CVE-2019-11358 Moderate severity

Defined in
package.json

Dependency

tar
Version
>= 3.0.0

< 4.4.2

Upgrade to
~> 4.4.2

Vulnerabilities
CVE-2018-20834 High severity
CVE-2018-20834 High severity
CVE-2018-20834 High severity

Defined in
package.json

Dependency

verdaccio
Version
< 3.12.0

Upgrade to
~> 3.12.0

Vulnerabilities
GHSA-78j5-gcmf-vqc8 High severity

Defined in
package.json

Dependency

axios
Version
<= 0.18.0

Upgrade to
~> 0.18.1

Vulnerabilities
CVE-2019-10742 High severity

Defined in
package.json

Dependency

js-yaml
Version
< 3.13.1

Upgrade to
~> 3.13.1

Vulnerabilities
WS-2019-0063 High severity
WS-2019-0063 High severity
WS-2019-0063 High severity
WS-2019-0032 Moderate severity
WS-2019-0032 Moderate severity
View 1 more

Defined in
package.json

Dependency

marked
Version
< 0.3.18

Upgrade to
~> 0.3.18

Vulnerabilities
WS-2019-0027 Moderate severity

Defined in
package.json

Dependency

underscore.string
Version
< 3.3.5

Upgrade to
~> 3.3.5

Vulnerabilities Defined in

https://github.com/hyperledger/composer/network/alert/packages/composer-cli/package.json/js-yaml/open


WS-2018-0232 Moderate severity package.json

Dependency

eslint
Version
< 4.18.2

Upgrade to
~> 4.18.2

Vulnerabilities
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
View 32 more

Defined in
package.json

Dependency

shelljs
Version
<= 0.8.3

Vulnerabilities Defined in
package.json

Review all vulnerable dependencies

hyperledger / composer-sample-models
Known security vulnerabilities detected

Dependency

deep-extend
Version
< 0.5.1

Upgrade to
~> 0.5.1

Vulnerabilities
CVE-2018-3750 High severity

Defined in
package-lock.json

Dependency

lodash
Version
< 4.17.11

Upgrade to
~> 4.17.11

Vulnerabilities
CVE-2018-16487 Low severity

Defined in
package-lock.json

Dependency

handlebars
Version
< 4.0.14

Upgrade to
~> 4.0.14

Vulnerabilities
WS-2019-0064 High severity

Defined in
package-lock.json

Review all vulnerable dependencies

https://github.com/hyperledger/composer/network/alert/packages/composer-admin/package.json/eslint/open
https://github.com/hyperledger/composer/network/alerts
https://github.com/hyperledger/composer-sample-models
https://github.com/hyperledger/composer-sample-models/network/alerts


hyperledger / composer-sample-networks
Known security vulnerabilities detected

Dependency

eslint
Version
< 4.18.2

Upgrade to
~> 4.18.2

Vulnerabilities
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity
View 8 more

Defined in
package.json

Review all vulnerable dependencies

hyperledger / composer-sample-applications
Known security vulnerabilities detected

Dependency

cordova-plugin-ionic-webview
Version
< 2.2.0

Upgrade to
~> 2.2.0

Vulnerabilities
CVE-2018-16202 High severity

Defined in
package.json

Review all vulnerable dependencies

hyperledger / composer-tools
Known security vulnerabilities detected

Dependency

growl
Version
< 1.10.0

Upgrade to
~> 1.10.0

Vulnerabilities
CVE-2017-16042 Critical severity

Defined in
package-lock.json

Dependency

debug
Version
< 2.6.9

Upgrade to
~> 2.6.9

Vulnerabilities Defined in

https://github.com/hyperledger/composer-sample-networks
https://github.com/hyperledger/composer-sample-networks/network/alert/packages/animaltracking-network/package.json/eslint/open
https://github.com/hyperledger/composer-sample-networks/network/alerts
https://github.com/hyperledger/composer-sample-applications
https://github.com/hyperledger/composer-sample-applications/network/alerts
https://github.com/hyperledger/composer-tools


CVE-2017-16137 Low severity package-lock.json

Dependency

lodash
Version
< 4.17.11

Upgrade to
~> 4.17.11

Vulnerabilities
CVE-2018-16487 Low severity
CVE-2018-16487 Low severity

Defined in
package-lock.json

Dependency

axios
Version
<= 0.18.0

Upgrade to
~> 0.18.1

Vulnerabilities
CVE-2019-10742 High severity

Defined in
package-lock.json

Dependency

js-yaml
Version
< 3.13.1

Upgrade to
~> 3.13.1

Vulnerabilities
WS-2019-0063 High severity
WS-2019-0063 High severity
WS-2019-0032 Moderate severity
WS-2019-0032 Moderate severity

Defined in
package-lock.json

Dependency

handlebars
Version
< 4.0.14

Upgrade to
~> 4.0.14

Vulnerabilities
WS-2019-0064 High severity

Defined in
package-lock.json

Dependency

braces
Version
< 2.3.1

Upgrade to
~> 2.3.1

Vulnerabilities
WS-2019-0019 Moderate severity

Defined in
package-lock.json

Dependency

diff
Version
< 3.5.0

Upgrade to
~> 3.5.0

Vulnerabilities
WS-2018-0590 High severity
WS-2018-0590 High severity

Defined in
package-lock.json

Dependency

eslint
Version
< 4.18.2

Upgrade to
~> 4.18.2

Vulnerabilities
WS-2018-0592 Moderate severity
WS-2018-0592 Moderate severity

Defined in
package-lock.json

Dependency Version



shelljs <= 0.8.3

Vulnerabilities Defined in
package-lock.json

Review all vulnerable dependencies

hyperledger / fabric-chaintool
Known security vulnerabilities detected

Dependency

protobufjs
Version
< 5.0.3

Upgrade to
~> 5.0.3

Vulnerabilities
CVE-2018-3738 Moderate severity
WS-2018-0083 Moderate severity

Defined in
package.json

Review all vulnerable dependencies

hyperledger / indy-sdk
Known security vulnerabilities detected

Dependency

braces
Version
< 2.3.1

Upgrade to
~> 2.3.1

Vulnerabilities
WS-2019-0019 Moderate severity

Defined in
package-lock.json

Dependency

shelljs
Version
<= 0.8.3

Vulnerabilities Defined in
package-lock.json

Review all vulnerable dependencies

hyperledger / fabric-docs

https://github.com/hyperledger/composer-tools/network/alerts
https://github.com/hyperledger/fabric-chaintool
https://github.com/hyperledger/fabric-chaintool/network/alerts
https://github.com/hyperledger/indy-sdk
https://github.com/hyperledger/indy-sdk/network/alerts
https://github.com/hyperledger/fabric-docs


Known security vulnerabilities detected

Dependency

Jinja2
Version
< 2.8.1

Upgrade to
~> 2.8.1

Vulnerabilities
CVE-2016-10745 High severity
CVE-2019-10906 High severity

Defined in
requirements.txt

Review all vulnerable dependencies

hyperledger / fabric-test
Known security vulnerabilities detected

Dependency

cryptography
Version
>= 1.9.0

< 2.3

Upgrade to
~> 2.3

Vulnerabilities
CVE-2018-10903 High severity

Defined in
requirements.txt

Dependency

adm-zip
Version
< 0.4.11

Upgrade to
~> 0.4.11

Vulnerabilities
CVE-2018-1002204 High severity

Defined in
package-lock.json

Dependency

url-parse
Version
< 1.4.3

Upgrade to
~> 1.4.3

Vulnerabilities
CVE-2018-3774 High severity

Defined in
package-lock.json

Dependency

timespan
Version
<= 2.3.0

Vulnerabilities
CVE-2017-16115 Low severity

Defined in
package-lock.json

Dependency

cryptiles
Version
< 4.1.2

Upgrade to
~> 4.1.2

Vulnerabilities
CVE-2018-1000620 High severity

Defined in
package-lock.json

Dependency Version Upgrade to

https://github.com/hyperledger/fabric-docs/network/alerts
https://github.com/hyperledger/fabric-test


pyopenssl < 17.5.0 ~> 17.5.0

Vulnerabilities
CVE-2018-1000807 High severity
CVE-2018-1000808
Moderate severity

Defined in
requirements.txt

Dependency

pyyaml
Version
< 4.2b1

Upgrade to
~> 4.2b1

Vulnerabilities
CVE-2017-18342 High severity

Defined in
requirements.txt

Dependency

webpack-dev-server
Version
< 3.1.11

Upgrade to
~> 3.1.11

Vulnerabilities
CVE-2018-14732 Low severity

Defined in
package-lock.json

Dependency

lodash
Version
< 4.17.11

Upgrade to
~> 4.17.11

Vulnerabilities
CVE-2018-16487 Low severity
CVE-2018-16487 Low severity

Defined in
package-lock.json

Dependency

extend
Version
>= 3.0.0

< 3.0.2

Upgrade to
~> 3.0.2

Vulnerabilities
CVE-2018-16492 Low severity
CVE-2018-16492 Low severity

Defined in
package-lock.json

Dependency

tar
Version
< 2.2.2

Upgrade to
~> 2.2.2

Vulnerabilities
CVE-2018-20834 High severity

Defined in
package-lock.json

Dependency

axios
Version
<= 0.18.0

Upgrade to
~> 0.18.1

Vulnerabilities
CVE-2019-10742 High severity

Defined in
package-lock.json

Dependency

fstream
Version
< 1.0.12

Upgrade to
~> 1.0.12

Vulnerabilities
WS-2019-0100 Moderate severity

Defined in
package-lock.json



Dependency

ws
Version
>= 0.2.6

< 3.3.1

Upgrade to
~> 3.3.1

Vulnerabilities
WS-2017-0421 High severity

Defined in
package-lock.json

Dependency

js-yaml
Version
< 3.13.1

Upgrade to
~> 3.13.1

Vulnerabilities
WS-2019-0063 High severity
WS-2019-0032 Moderate severity

Defined in
package-lock.json

Dependency

handlebars
Version
< 4.0.14

Upgrade to
~> 4.0.14

Vulnerabilities
WS-2019-0064 High severity

Defined in
package-lock.json

Review all vulnerable dependencies

Always verify the validity and compatibility of suggestions with your codebase.

Change how you receive security alert emails in your notification preferences.
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